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(Vulnerability Assessment and Penetration Testing: VAPT)
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09:00 - 10:30 u. = AuStilavdulALIAUNITNAZALNISIRITSZUL
(Introduction to Penetration Testing)

Foanay AaeTnd MAaduluilagiiu
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What is Hacking?
Who is a Hacker?
Hacker Classes

10:30 - 12:00 u. | A159rusrUaYa (Information Gathering)

Footprinting and Reconnaissance
Footprinting Concepts
Footprinting Threats
Footprinting Methodology
Footprinting Tools

O Information Gathering LAB

Footprinting through Search Engines
Footprinting Using Google Hacking
Website Footprinting

WHOIS Footprinting

DNS Footprinting

Network Footprinting

DNS Enumeration

13:00 - 14:30 u. | AanssAwAut@3azing (Scanning Networks)

Types of Scanning
Scanning Methodology
Scanning Techniges
Scanning Tools

O Scanning Networks LAB

TCP SYN Scan

TCP Connect Scan

UDP Scans

TCP NULL, FIN, and Xmas Scans
TCP ACK Scan

TCP Window Scan

OS Scan

Version Scan

Vulnerability Script Scan

Bypass Firewall Scan

14:30 - 16:00 u.  AsAuKN2AdaITKI (Vulnerability Assessment)

Vulnerability Assessment Methodology
What is a Vulnerability Assessment?
What is the CVE?
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e What is the CVSS?
e Vulnerability Assessment Process

Vulnerability Scanning Tools (LAB)

e Nessus
e OWASP Zap
09:00 - 10:30 u. = msunagaunistanzscuu (Penetration Testing)
e What is Penetration Testing?
e Vulnerability Assessment vs Penetration Testing
e Penetration Testing Methodology
e Penetration Testing Phases
e Penetration Testing Report Example
Penetration Testing Tools (LAB)
e OSINT
e Kali Linux
10:30 - 12:00 u. = msudatiu (Hacking Web Servers)
e Webserver Concepts
e Webserver Attacks
e Attack Methodology
e Web Server Attack Tools
Web Server Attack Tools (LAB)
e Kali Linux
e Webserver Footprinting
e Directory Traversal Attacks
e DirBuster
e Web Server Misconfiguration
e Testssl
e DoS/DDoS Attacks
13:00 - 16:00 u. = Asudaviunadwadinziu (Hacking Web Applications)

e Web App Concepts

e Web App Threats

e Hacking Methodology

e Web Application Hacking Tools
Web Application Hacking Tools (LAB)
Kali Linux
Command Injection Attacks
SQL Injection Attacks
Session Hijacking
Cross-Site Scripting (XSS) Attacks
e Cross-Ste Request Forgery (CSRF) Attack
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09:00 - 12:00 u.

13:00 - 16:00 wu.

nsudaszuu (System Hacking)

e Cracking Passwords
Escalating Privileges
Executing Application
Hiding Files
Covering Tracks
System Hacking Tools (LAB)

e Kali Linux

e SSH Brute Force Attack

e RDP Brute Force Attack

e Cracking Passwords
Tasvnmswnslaaue (Metasploit)

e Introduction
Metasploit Fundamentals
Information Gathering
Client Side Attack
MSF Post Exploitation
Maintaining Access
Covering Track
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Metasploit Tool (LAB)

Kali Linux

Backdoor Command Execution
Bind Shell Backdoor Detection
NFS Exported Share Information Disclosure
UnrealIRCd Backdoor Detection
PHP-CGI

Apache Tomcat Upload

JAVA RMI Registry

Windows: MS12-020

Windows: MS08-067

Windows: BlueKeep

Windows: MS17-010

Apache log4j

FonfuWRiuAaINTUIAUNAR BadUANETunsIAsuwlasiruansauANNINEEN Taadeng
lamuazdssgAgyuasnisausu'ly
Wnsusgni1uainisite vaan 10.30 - 10.45 u. waz 14:30 - 14:45 u. wazWndudszmuainisnaieiu

121 12.00-13.00 u.

Withsnavsusasiinatdaulisinit 80% Fearlasuisiinsandtnonuimuninamansuay
wATuladunezng (8mna.)

https://www.career4future.com/vapt

- atfuuAly Sui 26 waraian 2569 -



