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uangns Digital Resilience & Continuous Risk Management fiunnassiu ISO 22316 ITM184
(vﬂau'imnu ISO/IEC 27005, ISO 22301, uazuurniv Digital Resilience Frameworks)

atfuuAly Suit 17 §urnau 2568

Career for the Future Academy SN jj
D

UTNNITUATIUOWA ) '

luganszuuddanaiaflulasedasrafugrundnuasnnaveng ANuEaIM A TUlaE L e Anague
Aelauasanealy uasiude Disruption, System Failure, Supply Chain Risk, was AI/Cloud Risk Afnansenusa
anusaiiasuasgsia (Business Continuity) wazauidaduuaseldusnistaanse

158319 Digital Resilience aoLﬂuﬂmmmmﬁmmaaaonnﬂuﬁmssmw 21 — Aamnuaiunsalunig
“aanisal agdu Usud uariludldadrosaiiiae”

ndngasiaanuuuniaiaduasvanuanlanasinrelun1susnisadnadaeidesn (Continuous Risk
Management) Tmﬂwmuuummmnmmsgmmna L2y ISO/IEC 27005, ISO 22301, wazuwuin1y Digital
Operational Resilience (DORA) tHags9ssuufinneu daaads wavdofiulussazenn

Taquszava:

walWinlanmdauazavalsynauuay Digital Resilience Framework
Wiadausnsilseegneilaiuuiave Continuous Risk Management Tuszuu IT uavraya
Lwata%uﬁm:r.flumsaanu,m.lu,av'amﬁmmwmamuumma"lmu (Real-time Risk Analysis)
Lwausmwms Resilience tnAunssuunsdné vidu ITSM, DevOps, uay Data Management

udngasiliunzdusu:

o fjusuiseu IT, CSOC, Risk, Compliance

e Enterprise Architect / Business Continuity Manager

e IT Security & System Administrator

e yYmpannsniLAandavAu Digital Transformation
ANusARuFIu:

o mwmﬁj‘mﬁugmﬁu Information Security w3a Business Continuity
o anugNldiAaaAu ISO/IEC 27001 w3a NIST Framework

anudngns:

1. uniihguunéa Digital Resilience ‘

anununaaay Digital Resilience wagnsiddauannuui@a “Protection” § “Adaptation”
ANNUANGNITEIINY Resilience, Continuity, wag Reliability

Framework &éey: ISO/IEC 27005, ISO 22301, NIST SP 800-160 Vol.2, DORA Framework
Case Study: tanisaiasvuavasansilseauaiugisalunisasie Digital Resilience

2. T@s9&51921av Continuous Risk Management (CRM)
e uANANTULRLIIATUAY CRM (Identify — Assess — Control — Monitor — Improve)
o Msiszaneld CRM Auszuu IT uazuinseavia
e nstlianiay CRM fu PDCA uag Integrated Management Systems
e  Workshop: n1s&919 Risk Register wuu Dynamic

3. mswmnmmg'\umsﬁmmsmmtﬁm (Integration with ISO Frameworks)

HINSFIU Usuidudrdayiiiitaniag
ISO/IEC 27005 msdanmisanuasuanuiuaslaanfaasauna
ISO 22301 MTNvuNuANUGaLiiasn19gsia (BCP/DRP)

ISO 31000 nannTuSIsANNLRLivavdng
ISO/IEC 42001 asusTANNERIsU Al waznsinduguadanasiiy
ISO/IEC 19770 ANuLdasudunswe IT uazaansud
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4. n'\sszuuazﬁmswﬁm'\uLﬁm (Digital Risk Identification & Analysis)
o wallansssudannaualalni (Cyber, Cloud, A, Supply Chain)
o MAANVRansENuLazlania (Impact & Likelihood Analysis)
o aadfiauavinadia Risk Scoring / Heatmap / Monte Carlo Simulation
e Workshop: &319 Digital Risk Map uavasdns

5. nmsaanuuuszuu Digital Resilience Architecture
e uannTaanuuuszuuln Resilience by Design
e sl Automation uay Al WialsduaNuianeuaassyuy
e ANsudianey Resilience Au Zero Trust, Cloud-native wag Microservices
e @7aeing Blueprint: Digital Resilience Architecture

6. N1sasuUarnaudUasLLuaatiiae (Continuous Monitoring & Response)
ns&919 Early Warning System way Anomaly Detection

n13lad Threat Intelligence wag Risk Sensing

Integration ffu SOC / SIEM / SOAR

Workshop: aanuuu Dashboard &15u Continuous Risk Monitoring

7. msu%msn?wLz‘f'mwﬂonaqms'l,tax Governance
e M3AaAY Risk Committee uay Resilience Office
e mMsinAuNsanuavavrnsg (Resilience Maturity Model)
e nstlianlavdu ESG uay Cyber Governance Framework

8. nsvasau Wuwy uazilduilsvatinvsariiag
¢ M3iAa1i1 Test Plan, Simulation way Scenario-based Testing
o maUszifiunadwsuay Incident / Crisis Response
o msfuiseszuvatnvsiaiiasain PDCA
o matnvuuunasu Test & Improvement Log

9. mavununaunsy Digital Resilient Enterprise 2030
e nsfnua Roadmap svery 3-5 1
e WU Continuous Risk Management ihAuulaunaasdnsg
e fifasdey: MTTD, MTTR, Resilience Index, Risk Velocity

Wadnsia1aule (Learning Outcomes)

nlauwlda Digital Resilience uaz Continuous Risk Management Framework
gusaaanuuuszul Resilience ﬁaam‘ﬂa”aaﬁnm@sgmmna
finwslumsiensiuardnnisanudasuuusaiiiag

funsatdianled Risk Governance Aunagngavensuazulaunasiu IT

massunudngasilsanndasuazaiuisa Apply 6
e ISO/IEC 27005: Information Security Risk Management
ISO 22301: Business Continuity Management
ISO 31000: Risk Management
NIST SP 800-160 Vol.2: Developing Cyber-Resilient Systems
Digital Operational Resilience Act (DORA, EU 2025)
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ARV IVALSU: 12,000 1 (WisauaEyain)

v vtunisilnausu: | 3 Ju (18 1)

ahnatdnausu: 9.00 - 16.00 u.

finruan1sausu: AuaIsvUfriuausulseand
https://www.career4future.com/trainingprogram

nanns:

21’155 FuaAsueidsIey

o IMennsfulliy dsziraanduWaiuiuaannsiisauIan
Microsoft Certified Technology Specialist
Microsoft Certified System Engineer: Security
Microsoft Certified System Administration: Messaging
Microsoft Certified Professional
Microsoft Certified Trainer
Microsoft Certified IT Professional
Microsoft Certified Database Administration
ITIL Foundation V2 & V3, Comtia Security+

NUELKE

o d0niiuv dnsiaweiauaiasranimas (lundngasisaslalusunsumaniiinas) anansnisausy
27119779 waza1msna iU Lidugidnausy .

o &NUTausH WavauTH a1 FATUWRILIUARINTUIAUIAR 21ANT §INY. TU 6 AUUNTEIINT 6
UWVRINWANIN LUasI2wNT Ngatw 10400

o lLanwEMEvIUNIAYg LazavAnsuasly NlildgsAauasliuaranindnls aglasunisantiu
AMBFyaA AN .

e &anfuv tuniievuszans leasunsanciulisdasinans a M 3%

o FunNnuavsunmbaumMsisaidadasnaisuanaudodale ausadaunsznsienisade
waglidaduiuafalasunsauwifannefiivauiieyan

e aldAnalunissiyaainsainausunITndwaasusEnniavivusiuiiduana snsalldanutau
a6 200% .

o dnntfud zasudnilunslisunlasianudngns 3ne1ns FULLUAITALTN AINANUUINLHUUAL
anudiy wiadsyTamigogauaefiziniunisausy ‘

o &nntfuY vasUANE Lithuiinaw 3dla vialfuiindes AaanszasIAINTTALTN lasannflugudng
FusznIInennsduganiiug uastailasfunisazifiatdayasgivuyana AN W.5.U.ANATAITALNARIU
UAAR .

o ptrnaususaviinazauliainii 80% wasvinAanssunaidavasvangns 393z leasuaitnsan
grlnoumiuInendgaseastnatuladuanié (finy.)

AncadaLaINILALLEUR
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E-mail: training@nstda.or.th
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