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uangas Security Engineer (TryHackMe Path) I ITM182

atfuuAly Suit 17 §urnau 2568

UANNITUATUANA:

flaatfuaddnsdrulugdasindududaanaiunielauasAdudaunindu Weanndauwrd nnslandnig
\A3a2ine wazdasTuilussuudiAnanansdodAanana (Misconfiguration)
unIMEad Security Engineer S9fianuddyatnofolunisaanuu fade uarquasruuauiuadlaandauas
AYANTALNIATUIIRG

Manamuwmuwu‘imuaomu TryHackMe Path — Security Engineer Lwa’tﬁm"’suuLm‘laﬁumumus“uu
1A3ane nsdeAtATasiadnnaulaanda (Security Tools) n1sasiadu (Detection) uagnisnauauadsa

a va

winAsal (Response) wrunsflndfiidaseluiasuduinaasanrunisal

Janiscava:

i lauuIAniugiuaae Cybersecurity Frameworks uazuwnmenisilaviusaluasens
aanLuuLazAuaAIsTuuANNllaasiaiaile Network, Endpoint wag Cloud

lddia3asiiandnidu SIEM, IDS/IPS, Firewall, uay EDR lsatofidss@nénin

1A51eU Log uarasny Use Case dhndunisasiaidusiannaiu

{mvin Incident Response way Hardening szuuiiaanziasni
w3sunsandwiunissaulususavane Security 1iiu CompTIA Security+, CySA+, w3a TryHackMe
Badge

udngasiluiunzdusu:
e i winiieu IT / Network / System Administrator ﬁsfaovmsﬁmu'uﬂu Security Engineer
o indnsuazdaulagnaviu Cybersecurity Mfiwugiu IT ifiavsiu
o yaranikunIngns Cyber Security 101 “3a Jr Penetration Tester udasiagniseiatians1u Defensive
Security

wiavnsausu:
fuiil : Security Fundamentals & Network Defense

wwAaNugrusu Cybersecurity Framework (NIST, ISO 27001, CIA Triad)
n15vingunas Network Protocols (TCP/IP, DNS, HTTP, SSL/TLS)

Security Controls wag Defense in Depth 3 )
Uafdns: Svasngd Network Packet 6iaer Wireshark / anséean Firewall tiiavsiu
Yuii 2: System Hardening & Endpoint Protection

A15vin System Hardening (Windows & Linux) )

n1369A1 Group Policy, Account Policy, wagn1siansd&na

Endpoint Protection wag Antivirus/EDR Concepts

Uftiins: dasAuraiagann Ransomware wag Malware Simulation

uii 3: Log Analysis & SIEM Implementation

N37IUTINUREILATIEA Log annuaraszuy

nanA1svinduaay SIEM (1zu Splunk, Wazuh, ELK Stack)

Asas19 Alert uag Correlation Rules

U§1An15: dem1 SIEM wagad1e Rule asadunafinssusdassode

Yuii 4: Threat Detection & Incident Response

Threat Hunting wag Indicator of Compromise (I0C)

MITRE ATT&CK Framework waznisladiiansiadusia

Asaausauadiannisal (Incident Response Lifecycle)

UfiiEin1s: d1aatnanisalTand wazitaseyi Log LianisiuLie

Fuw 5: Security Automation & Cloud Security .

nsladie3asiia Automation tzu Python Script / PowerShell t#a Security Tasks
wunmvilavAuszuu Cloud (AWS, Azure, GCP)

f3Un w3 Security Engineering Roadmap

Ufticinng: aanwuussuy Security Architecture &1usuavAnsdiiaag
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ARV IUALSU: 16,000 1 (WisINAEYaAITEN)

Auu vlunisilnausu: | 5 Ju (30 2 Tu)

ahnatdnausu: 9.00 - 16.00 u.

finruan1sausu: AuaIsvUfriuausulseand
https://www.career4future.com/trainingprogram

nanns:

arastaiingd dadatidnsns

e Jnennsfuriay danduWeiuiyaaInsLisauIAa
Microsoft® Certified Professional
Microsoft® Certified Technology Specialist
Microsoft® Certified IT Professional
Microsoft® Certified Solutions Associate
Microsoft® Certified Solutions Expert
CompTIA. Security+ certified

NUELKE

o d0niiuv dnsdaeiauiaiasraniiinas (lundngasisasldlusunsuraniiinas) anansnisausy
291539 wazaIwIsnaiu Lifuianavsy 3 .

e &0NUMaUTU Yiavausu ol FTUWAUIUARIATUWIAUIAG B1ATT §INU. TU 6 AUUNTLIUN 6
UWVRINWANIN LUasIANT Ngatwe 10400

o awIMhavIuNIATg uaravAnsuasdy NhildgsAauasbivaroniatls agladumsaniiu
AMBYIA LAY .

e &anduv luniiaviuszns lasunisanciulisdasinans o Mae 3%

o FunnuavsuInmbauNAmMsdusaiindainaiisuanaudAnled awsadaunsznsivnisade
waglidaduiuafalasunsauwifannefiivauiieyan

e aldAnalunissiyaainsainausunITndwaasusEnniavivusiuiiduana snsalldasutau
mile 200% ) . )

o &anduv 2aavIuandlunsilsuuilasiiianndngns Inens JULULATITAUTN MUANULUUNTINURLY
anuA iy tadsyTamigogauadiizinduni1sausy .

o &oN1Tu ARNOUANS WiTiuTina W J0la wialiuvindes AranszazIAINTaUTY lasaniflududng
FuszrnIInennsduganiiug uastailasfunisazifiatdayagivuyana AN W.5.U.ANATAITALNARIU
UAAR '

e uanausudaviinalzauliisnnii 80% uasvinAanssunniidauasnangens J9azlasuaiingain
gifnnuiaunInemaasuasnaTuladuiiaing (fan.)

AncadaLaINILALLAUR
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