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Cybersecurity Analyst TEC006

COURSE DESCRIPTION:

This course is for IT professionals looking to gain the following security analyst skills:
e Configure and use threat detection tools.
e Perform data analysis.
e Interpret the results to identify vulnerabilities, threats and risks to an organization.

COURSE OBJECTIVES:
After completing this course, delegates will have the skills and knowledge to:
e Assess information security risk in computing and network environments
Analyze the cybersecurity threat landscape
Analyze reconnaissance threats to computing and network environments
Analyze attacks on computing and network environments
Analyze post-attack techniques on computing and network environments
Implement a vulnerability management program
Evaluate the organization’s security through penetration testing
Collect cybersecurity intelligence
Analyze data collected from security and event logs
Perform active analysis on assets and networks
Respond to cybersecurity incidents
Investigate cybersecurity incidents
Address security issues with the organization’s technology architecture

COURSE OUTLINE:
Lesson 1: Assessing Information Security Risk
Lesson 2: Analyzing the Threat Landscape
Lesson 3: Analyzing Reconnaissance Threats to Computing and Network Environments
Lesson 4: Analyzing Attacks on Computing and Network Environments
Lesson 5: Analyzing Post-Attack Techniques
Lesson 6: Managing Vulnerabilities in the Organization
Lesson 7: Implementing Penetration Testing to Evaluate Security
Lesson 8: Collecting Cybersecurity Intelligence
Lesson 9: Analyzing Log Data
Lesson 10: Performing Active Asset and Network Analysis
Lesson 11: Responding to Cybersecurity Incidents
Lesson 12: Investigating Cybersecurity Incidents
Lesson 13: Addressing Security Architecture Issues
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Certificate:
o Microsoft Certified professional (MCP) o Certified Technical training CTT+
» Microsoft Certified Systems Administrator (MSCA)  » Certified Ethical Hacker
¢ Microsoft Certified Systems Engineer (MSCE) ¢ Certified Hacking Forensic Investigator
o Cisco Certified Network Associate (CCNA) o Certified Wireless Network Administrator
o Certificate of CompTIA Security+ o Certified Wireless Security Professional

FunutTaslunisidnausu: 5 Ju (30 1)

arenairdnausu: 9.00 - 16.00 u.

Auani1sausu: auasvlfiuausuilseani https://www.careerdfuture.com/trainingprogram
Aavnztiauausu: vinuag 25,500 un

RUNELK6

o 0N1fuv vasIUANEluMsIUAaunladiiian

o sAnAIRINsiauausy LN BYAAIAYN o =
N N/NFAT INeNng suuuAITAUTU ANAINU

o AWIEWMINENUANATE waravAnsuaYsy 71 hilugsAa

wazlinaeniAls aglasunisanciuasEyaniiiu
ganifuy lumbausirnis lesunisanuivlisas
wnanE et Mane 3%
Aldaalunisdvuaainsianausunivizdndnuag
rEnuIariviuRIutifuaaa dunsalinldasntau
aiEls 200% )
dsanmsignaidnaasnsidaulsanussiday
A3ENTIINNTARIULAZLAIINALTUR NN Ta e ldifa
tHuyuan

winngaunaraudwilu iadsylamigeganas
f{12n3un1sausu .

o &0nduv 2ad9Iudng hitfurinaw i61la wia
fuvinies aaaeszaziaInIsaus Wasandu
AuAnausznivinennsAugaiug waziia
{flavAunisazifintaya&IULAAR AN W.5.1.
ANATAVLTRYARIULAAR .

o znavsusaviivianzaulisinniit 80% wazvin
Axnssunniidazasnangns 393z lesu6itng
AndTanuwauIneaaasuastnalulad
wivné (&Ina.)

fincasauniusLazidun
garffuWemuuymainsuiivaulrna (Career for the Future Academy) 3
73/1 anasdinuwaininenddasuazinaTuladuvionné (fava.) 4u 6
AUUNTLIIUN 6 UIVIIWa I Laas1mnd agatnw- 10400

Tnsdwyi 0 2644 8150 sia 81886-7
Tnsans 0 2644 8150

E-mail: trianing@nstda.or.th
www.career4future.com

Page

| 2



http://www.career4future.com/

