Career for the Future Academy SN ‘l\'

gonfunaiuyaaInsLivauIAn

73/1 aasainnuiainemaasuasmaluladunsng (aana.) 4u 6 NSI—DQ
AUUNSLINT 6 waeviona'n a3 asotnna 10400

Insdwii 0 2644 8150 Tnsans 0 2644 8110

www.career4future.com

Network and Internet Security for IT Professionals NWAO054
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Taquscava:

o aligiznsunisausudaduiinlafiugiuaiu Systems & Network Security atino&nd
Lwa“mmmsaummsmmums‘iaummao Hacker wag Cracker
Wialuidhlandnnns CIA TRIAD (Confidentiality, Integrity, Availability) s3u3ie Accountability
Lwaﬁnmnaumﬂwugmmuvlam .
Walvisuisailasfusruuuasmiiasu Akiinausufuiauavagattoflsedndain
@nwuazizinla Information Security Process, Internet Architecture, VPN, E-Commerce security,
Encryption, Intrusion Detection.
o dnmuaziinlanisdnnanudaanduuassruuifiifinns Unix, Windows NT

udngasiluunzdusu:
System Engineer, System Administration

e HudunssvuuLAIaing tiu EDP Manager, MIS Manager
e INATIATEALFY .
o ¢&ulastu Computer Security vl
ANMuTAUFIL:
o guhaususasaunsaldou Microsoft Windows ‘liiluatined
o taavineuaIu IT u'lisinnin 2 1
o fianug uavdsraunsallieAusvuuaiatnamauilinas
o aalavu wazquassuulfiifnns UNIX , Windows Server
e @AsHIuUNANgns TCP/IP uay Network System Administration Techniques for IT Professionals unnau

m‘i’nqmsﬁimﬁmltﬁmlﬁm:
e Fundamentals Wireless LAN Security
e Implementing Wireless LAN Technology

Wavinudngas:
Top Ten information security paradigm
Information security Management Framework
Information security awareness guide
Information security web resources
What Is Information Security?
o Defining Information Security
o Brief History of Security
o Why Security Is a Process, Not Point Products
¢ Types of Attacks

o Access Attacks

o Maodification Attacks

o Denial-of-Service Attacks

o Repudiation Attacks
o Information Security Services

o Confidentiality

o Integrity

o Availability

o Accountability
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¢ Networking Fundamental for Security Professional
o The OSI Network Model
o The TCP/IP Network Model
o Data Encapsulation
o Ethernet Fundamental
o Fundamental of IP and Routing
o Fundamental of TCP and UDP
o Case study (Network Sniffer in TCP/IP Network)
¢ Legal Issues in Information Security
o U.S. Criminal Law
o State Laws
o Examples of Laws in Other Countries
o Prosecution
o Civil Issues
o Privacy Issues
e Policy
o Policy Is Important
o Types of Policy
o Creating Appropriate Policy
o Deploying Policy
o Using Policy Effectively
¢ Managing Risk
o What Is Risk?
o Identifying the Risk to an Organization
o Measuring Risk
o Case study (Risk identification on a real network)
e Information Security Process
o Assessment
Policy
Implementation
Awareness Training
Audit
o Information Security Best Practice
o Administrative Security
o Technical Security
¢ Internet Architecture
o Services to Offer
Services Not to Offer
Communications Architecture
Demilitarized Zone
Firewalls
Network Address Translation
Case study (Firewall design on a real network)
irtual Private Networks
Defining Virtual Private Networks
User VPN
Site VPN
Standard VPN techniques
Case study (Site and User VPN design)
-commerce Security Needs
E-commerce Services, E-Commerce Architecture
Availability
Client-Side Security
Server-Side Security
Application Security
Database Server Security
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¢ Encryption
o Encryption Concepts
o Private Key Encryption
o Public Key Encryption
o Digital Signatures
o Practical Session (PGP on your system)
Hacker Techniques
o A Hacker’s Motivation
o Historical Hacking Techniques
o Methods of the Untargeted Hacker
o Methods of the Targeted Hacker
o Practical Session on Hacking tools
Intrusion Detection
o Types of Intrusion Detection Systems
o Setting Up an IDS
o Managing an IDS
o Practical Session (Snort IDS on Windows)
¢ Windows Security Issues
o Setting up the System
o User Management
o System Management

Snenns: anastanvied dadatidnsns

Fnennsfulliay ganuwaIuIyARNNTLIYAUNAR
Microsoft® Certified Professional

Microsoft® Certified Technology Specialist
Microsoft® Certified IT Professional
Microsoft® Certified Solutions Associate
Microsoft® Certified Solutions Expert
CompTIA. Security+ certified

FuudhTuelunmsilaausu: 5 Yu (30 4Ta0)
arenairdnausu: 9.00 - 16.00 u.
Auani1sausu: auasvlfiuausuilsedni https://www.careerdfuture.com/trainingprogram
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o &nniuy lainsUsusduuunisausunnnangaslu
WauuInN1s N9 wuy Onsite (Classroom) wag wuy

Online
suuuun1sinausy Online sdluyuni1sinausy Onsite
o dravaasdaluszuy Online srulisunsuy Zoom Wia | o &anifuv finsdae3auialadmanilinas Lanans
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