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Business Continuity Management (BCM) Base on ISO 22301:2019 ITM023
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dWiamudngas:

e Introduction to Business Continuity Management (BCM)
Types of Disasters and their Impact on Organizations
The Components of Business Continuity Management
Business Continuity Management Systems (BCMS)
International Standards for Business Continuity Management (ISO 22301:2019)
The 10 Clauses of I1SO 22301:2019
o Clause 1. Scope
Clause 2. Normative References
Clause 3. Terms and Definitions
Clause 4. Context of the Organization
Clause 5. Leadership
Clause 6. Planning
Clause 7. Support
Clause 8. Operation
Clause 9. Performance Evaluation
o Clause 10. Improvement
ISO 22301 is Based on the Plan-Do-Check-Act (PDCA) Cycle
Examples of Guidelines for the 10 Clauses of the ISO 22301:2019
Example BCM Good Practice Guidelines
Business Impact Analysis (BIA)

Asset Identification and Management

BIA Steps

Criticality Analysis

Establishing Key Targets

o Recovery Time Objective (RTO)

o Recovery Point Objective (RPO)

Business Continuity Plan (BCP)

The Business Continuity Plan (BCP) Process
The Business Continuity Plan (BCP) Life Cycle
The Business Continuity Plan (BCP) Policy
Business Continuity Planning Model
Components of a Business Continuity Plan
Business Continuity Planning Requirements
The Process Components of Developing BCP
Steps to Be BCP Documented and Approved
Disaster Recovery Plan (DRP)

The Disaster Recovery Plan (DRP) Life Cycle
7 Steps in Disaster Recovery Planning
Developing Recovery Strategies

The Difference Between Preventive Measures and Recovery Strategies
Setting Up Call Trees

Difference Types of Recovery Plans

Business Process Recovery

Facility Recovery

Testing Recovery and Continuity Plans

o Checklist Test

Structured Walk-Through Test

Simulation Test

Parallel Test

Full-Interruption Test

Reviewing Prior Test Results and Action Plans
Improving Recovery and Continuity Plans
Maintaining Recovery and Continuity Plans
Auditing Business Continuity and Disaster Recovery
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Reviewing Business Continuity and Disaster Recovery Plans
Evaluating Off-Site Storage

Evaluating Alternative Processing Facilities

The Difference Between Offsite Facilities

Interviewing Key Personnel

Reviewing Service Provider Contracts

Reviewing Insurance Coverage

Maintaining & Reviewing BCM

Tips to BCM Success

Embedding BCM in the Organization’s Culture
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