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ANMUTWUFIU:

Information Technology Security
IT Security Risk Management

dWiamudngas:

Change Management for Information
Technology Security Introduction
Digital Transformation

The Goal of Change Management
Benefits of Change Management
Change Request or Request for Change
Types of Changes

o Emergency Change/Urgent Change
o Standard Change

o Major Change

o Normal Change

Application Changes

Hardware Changes

Software Changes

Network Changes

Business Process Changes
Documentation Changes
Environmental Changes

Roles and Responsibilities of Change
Management Committee

Change Management Control Process

o Logged Change Requests

o Identification, Prioritization and Initiation of

Change

Proper Authorization of Change

Requirements Analysis

Inter Dependency and Compliance Analysis

Impact Assessment

Change Approach

Change Testing

User Acceptance Testing and Approval

Implementation and Release Planning

Documentation

Change Monitoring

Defined Responsibilities and Authorities of

All Users and IT Personnel

o Emergency Change Classification
Parameters

Risk Management for the Potential effect

Business Continuity Plan (BCP)

Disaster Recovery Plan (DRP)

Contingency Plan

Communication when changing

Version control

Change Management Key Success
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