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(Security Operations Center: SOC)
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09.00 - 12.00 wu. Some Useful Attack Statistics
What is SOC?

Why do You Need a SOC?
Key Objectives for SOC

SOC Benefits

SOC Standards and Process

SOC Components (Core Components)

13.00 - 16.00 wu. SOC Technologies

SOC People

SOC Management

Types of SOC

Planning for SOC

SOC Structure, Roles and Responsibilities and Processe
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09.00 - 12.00 wu. e Procedure for Daily and Monthly Incident Handling Operations

o Incident management and systems
o Types of incidents
o Dashboard and reporting
o Shift handover

e AFANAavAaUATainslauGTusduuusn9g i SQL Injection, Cross-site Scripting

(XSS), Brute Force tilusiu
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13.00 - 16.00 wu. e SIEM (Security Information and Event Management)
Introduction to SIEM

New Rule Determination
Application Log Monitoring

System and Device Log Monitoring
Object Access Auditing

User Activity Monitoring

Real-time Alerting

Log Analysis

Event Correlation

_Log Retention
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Workshop 3 : ﬂj‘iﬁﬂ@f\‘l Agent

o nsiiaay Agent Log uu Windows

o m'sﬁmﬁvo Agent Log uu Linux

o M3innv Agent Log uu Apache Server

o nsfiaay Agent Log uu IIS Server
asAuanguaaad (Correlation Rules) M1a1lun1s Sirsivvitiayadan
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09.00 - 12.00 u. .

13.00 - 16.00 u.
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09.00 - 12.00 u. .

13.00 - 16.00 u.
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o Ms&vNsuAILfiau (Alert) uu SIEM

o MK U (Dashboard) uu SIEM

Related Laws and Compliance
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Log Forensics

Forensic Tools

Workshop 7 : asdatiutayanangiusiuananiiiinas

VA Techniques
o Vulnerability Assessment
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Suauyana (File Integrity Checkers) .
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Network and System Monitoring
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