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SEC014: Security Information and Event Management (SIEM)
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Q Proof of Concept

e Auditing commands run by user

Amazon AWS infrastructure monitoring
Detecting a brute-force attack
Monitoring Docker
File integrity monitoring
Blocking a malicious actor
Detecting unauthorized processes
Osquery integration
Network IDS integration
Detecting a Shellshock attack
Slack integration
Detecting suspicious binaries
Detecting and removing malware using Virus Total integration
Vulnerability Detector
Detecting malware using Yara integration Cisco IOS Configuration Basics

Q Lab Workshop
e Detect an SSH brute-force attack
Detect an RDP brute-force attack
Expose hiding processes
Detect filesystem changes
Change the rules
Survive a log flood
Detect and react to a Shellshock attack
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e Keep watch for malicious command execution
e  Catch suspicious network traffic
e Track down vulnerable applications

INHIAS: BBAGWNE BSSUANR

. MASTER OF BUSINESS ADMINISTRATION (EXECUTIVE) DEGREE
SASIN GRADUATE INSTITUTE OF BUSIMNESS ADMINISTRATION OF
CHULALONGKORN UNIVERSITY
. MASTER OF SCIENCE, MAJOR. IN INFORMATION
Technology Faculty of Information Technology
KING'S MONGKUT INSTITUTE OF TECHNOLOGY LADKRABANG
. BACHELOR OF SCIENCE
KING'S MONGKUT INSTITUTE OF TECHNOLOGY NORTH BANGKOK
. DIPLOMA PROGRAM FOR MAMAGEMENT
KELLOGG — NORTHWESTERN UNIVERSITY, UNITED STATE OF AMERICA

Certificate:

» Microsoft Certified professional (MCP}

¢ Microsoft Certified Systems Administrator (MSCA)
» Microsoft Certified Systems Engineer (MSCE) Certified Hacking Forensic Investigator

o Cisco Certified Network Associate (CCNA) Certified Wireless Network Administrator
o Certificate of CompTIA Security+ o Certified Wireless Security Professional

Certified Technical training CTT+
Certified Ethical Hacker
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Website: www.career4future.com
E-mail: training@nstda.or.th
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