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NWAO054: Network and Internet Security for IT Professionals
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Top Ten information security paradigm
Information security Management Framework
Information security awareness guide
Information security web resources
What Is Information Security?
o Defining Information Security
o Brief History of Security
o Why Security Is a Process, Not Point Products
e Types of Attacks

o Access Attacks
Modification Attacks
Denial-of-Service Attacks
Repudiation Attacks
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e Information Security Services
o Confidentiality
o Integrity
o Availability
o Accountability

¢ Networking Fundamental for Security Professional

The OSI Network Model

o The TCP/IP Network Model

o Data Encapsulation

o Ethernet Fundamental

o Fundamental of IP and Routing

o Fundamental of TCP and UDP

o Case study (Network Sniffer in TCP/IP Network)

¢ Legal Issues in Information Security

o U.S. Criminal Law
o State Laws
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Examples of Laws in Other Countries
Prosecution
Civil Issues
Privacy Issues
e Policy
Policy Is Important
Types of Policy
Creating Appropriate Policy
Deploying Policy
Using Policy Effectively
¢ Managing Risk
o What Is Risk?
o Identifying the Risk to an Organization
o Measuring Risk
o Case study (Risk identification on a real network)
o Information Security Process
o Assessment
Policy
Implementation
Awareness Training
Audit
o Information Security Best Practice
o Administrative Security
o Technical Security
¢ Internet Architecture
o Services to Offer
o Services Not to Offer
o Communications Architecture
o Demilitarized Zone
o Firewalls
o Network Address Translation
o Case study (Firewall design on a real network)
e Virtual Private Networks
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Defining Virtual Private Networks

User VPN

Site VPN

Standard VPN techniques

Case study (Site and User VPN design)
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e E-commerce Security Needs
o E-commerce Services
o Availability
o Client-Side Security
o Server-Side Security
o Application Security
o Database Server Security
o E-Commerce Architecture
e Encryption

o Encryption Concepts

o Private Key Encryption

o Public Key Encryption

o Digital Signatures

o Practical Session (PGP on your system)
e Hacker Techniques

o A Hacker’s Motivation

o Historical Hacking Techniques

o Methods of the Untargeted Hacker

o Methods of the Targeted Hacker

o Practical Session on Hacking tools
e Intrusion Detection

o Types of Intrusion Detection Systems

o Setting Up an IDS

o Managing an IDS

o Practical Session (Snort IDS on Windows)
¢ Windows Security Issues

o Setting up the System

o User Management

o System Management

Jngnns: anasdaniad dadad@nsns

Microsoft® Certified Professional
Microsoft® Certified Technology Specialist
Microsoft® Certified IT Professional
Microsoft® Certified Solutions Associate
Microsoft® Certified Solutions Expert
CompTIA. Security+ certified
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E-mail: training@nstda.or.th

gontiudmunuaainsuvivauian (Career for the Future Academy: CFA),
73/1 anansdinuRRNINImaasuannatuladuennd (8 m.) U 6 auunsEWT 6 WV WIN las1mnd ngatnwe 10400


https://zoom.us/join

