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sfnsadausudnnsiiugiuluglluiea PDCA auunassIu
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shunsanlamidaniuausas Security Policy
sunsairnlamdamiuauizay Organization of information security
shunsanlamraniuausay Asset management
sfnsairnlamramuauizay Human resources security
shunsawnlamraniuausas Physical and environmental security
mu'ﬁmﬂﬂaﬁ'sﬁamuﬂm‘%"aa Communications and operations management
shunsanlamraniuauisay Access control
shunsanlamdaniuauas Information security acquisition, development and maintenance
snsairnlamdamuauisay Information security incident management
shunsanlamtanluAusas Business continuity management
grunsainlawidamiuauizas Compliance
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Module 1 Introduction to ISO/IEC 27001
e Describe what information security is
e Describe how to establish security requirements
e Describe how to select controls
e Describe what are critical success factors
Module 2 What's new ISO 27001 & 27002 (2013)
Module 3 ISO 27005 IT Risk Management
e Overview of the information security risk management process
Context establishment
Information security risk assessment
Information security risk treatment
Information security risk acceptance
Information security risk monitoring and review
Module 4 ISO 27001 ISMS requirements
Context of the organization
Leadership
Planning
Support
Operation
Performance evaluation
Improvement
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Module 5 Information security policies
¢ Management direction for information security
Module 6 Organization of information security
e Internal organization
e Mobile devices and teleworking
Module 7 Human resource security
e  Prior to employment
e During employment
e Termination and change of employment
Module 8 Asset management
e Responsibility for assets
e Information classification
e Media handling
Module 9 Access control
e Business requirements of access control
e User access management
e User responsibilities
e System and application access control
Module 10 Cryptography
e Cryptographic controls
Module 11 Physical and environmental security
e Secure areas
e Equipment
Module 12 Operations security
e Operational procedures and responsibilities
Protection from malware
Backup
Logging and monitoring
Control of operational software
Technical vulnerability management
Information systems audit considerations
Module 13 Communications security
e Network security management
e Information transfer
Module 14 System acquisition, development and maintenance
e  Security requirements of information systems
e Security in development and support processes
e Test data
Module 15 Supplier relationships
e Information security in supplier relationships
e Supplier service delivery management
Module 16 Information security incident management
e Management of information security incidents and improvements
Module 17 Information security aspects of business continuity management
e Information security continuity
¢ Redundancies
Module 18 Compliance
e Compliance with legal and contractual requirements
e Information security reviews
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Microsoft Certified Technology Specialist

Microsoft Certified System Engineer: Security
Microsoft Certified System Administration: Messaging
Microsoft Certified Professional

Microsoft Certified Trainer

Microsoft Certified IT Professional

Microsoft Certified Database Administration

ITIL Foundation V2 & V3, Comtia Security+

FuudhTuelumsilnausu: 4 Yu (48 4HTa)
Aiuani1sausu: auasvlfAuausuilsedni https://www.careerdfuture.com/trainingprogram
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Tnsdwii: 0 2644 8150 sia 81886, 81887
Tnsans: 0 2644 8110
Website: www.career4future.com
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