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SEC004: Cyber Security for Smart User

UANAISUATLUGHA:

uilaqifutl A1slaenu computer 53ud9 smartphone Husduuunisvinauisanadasduiddindaaiu
MIluaasgsn wia AsldousgIuc

course fhinauaiiiamAiAetasAuissacion 2a9n1351291u computer uay smartphone A'Lignsias
uazfinnudng, ww. e unaniiLeas, nsavifindadninenaniaieas AAmAugldu uaz weu.
Auasastayasiuyana (PDPA) Aiass saudeuuziinisnisareqivinlianunsailasAuauiassindeasdnsain

anzdgnslutanmaniiinasladatvfidssdnanw.

Janiscava:

sfinAuRmFustuanisldony computer uag smartphone 7'lignsiag
0 WL, AANTILAAY WaTUNAIINEaNeY AR fueTdeu
in Aguunansanfindudndmenaniinas
n WIU. ANATavtayadIuuana (PDPA) ﬁmnﬂumii .
Sunsrudadfiiglunslaeiu computer uay smartphone tialvitAinanuilaaasfaunauiagiazasdnsg

e o o o o
el cad)e tadl

o & o o
uangasULuNITaNUIIU:

yaAaTilaeou computer uay smartphone 1un1svinou uazasvingsaa

ANusARugIu:

P

o fivinmzlunisladenu computer 12y Auvianans, niauslu Internet (fusu

& o
warinangas:

o wuud@TRAMMEmIEUSUNaAnTINATI2d U Device Aliidaande
e Today's Attack
o Wetware Attack
o Malware-as-a-service
o Coin-mining attack
o IOT Attack
Trend of Malware Worldwide
Mobile Vulnerabilities/ Mobile Attack
Spam Mail (First Step to Attack)
Trend of Hacking Technique
The way of Identify Theft
Phishing Attack
Social Media Attack
Fake Apps
Spyware/Trojan Attack
o Wireless Attack
Threat from Malware such as Botnet, Ransomware
Web-bases Attack . .
Hacker History w1'liqilszidiuas Hacker fifidhauataseiiiiuznszdulan
Wiy, Aaneasiifdasluiiinsydriu dmdugldeu
Wsu. Auasavdayasuynaa (PDPA) Nvinauaisy .
wuzihignisilasAuaulas wazavanstialiilianiduwnia Taa38n1sdna ualdeulaass wu
o wafialunisay Password Tufiinilszaniu Taalduuifn “aalienn usdrdne”
38MsesIadaudn account ravditadiaaiidssialau hack wia'li
151 Multi Factor Authentication Tusyuuauiigrdey
15 update 2M&1s19EU cyber security
Work from Home lvidaaasit
nsAuaAlldenu Online Meeting shaanudaansdie dunafing1gg

e o o o o o
O O O O

O O O O O

gontiudmunuaainsuvivauian (Career for the Future Academy: CFA).
73/1 anansdinuiRNINImaasuannatuladuend (8 m.) i 6 auunsEWT 6 WV WIN las1mnd ngatnwe 10400



SN

Career for the Future Academy: CFA NSTDA

O O O O O O O 0 O O

o

a1slafau Social Network filuzianisseso .

A1s Patch device 1ag Antivirus, Personal Firewall uay aus .
AansUfiiGauiunisideru web browser uasimatinnisavanamulaansie NA533n
Use Case zadnistilalWaduwuy Email Mihuiwi malware univaiag
AanlsUfiiamiunisleru Mobile Device atinviaansie
asevensilavAuailnsalawan flash drive

A1369AINTT share dayaatinvgneiay

RV iRb GH R RN G RTRAY

ATdNTaYTTULd AR

Asautayaatingnia

wuzinTdsunsulunau Anti-Theft uu Laptop s9uéve Mobile Device

e uwuzin Information Security Policy iialvinifnoruiznla wazanansadisana'les

nans:

o

aNNTEFTOU LnUY AT
JnennsfuiglszindaniuWaiuiyaainsiivaunan
Managing Director (Born2Learn Co., Ltd)
Microsoft Certified Trainer (MCT)

Microsoft Certified System Engineer (MCSE)
Microsoft Certified Solution Associate -Database
Microsoft Certified Professional (MCP)

Certified ITIL Foundation v.3

Certified CompTIA Security +

Cisco Certified Network Associate (CCNA)
Certified AOTS of Japan Members
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Website: www.career4future.com
E-mail: training@nstda.or.th
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