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TECO014: Hacking and Hardening Windows OS

COURSE DESCRIPTION:

Windows is a famous platform in the world. It is a multi-role, rich of functions and user friendly
platform. Windows was natively designed for functional and ease of use but not security purpose that may
cause Windows platforms to be the first line of attacking.

Windows has a lot of configurations to improve security but user need to familiar with it to configure
it properly. In the course will have knowledge to let attendees know what the hackers think about Windows
and then learn how to improve security with its built-in tools and its configurations to prevent Windows from
attacking.

COURSE OBJECTIVES:
e To know the Windows's inherent vulnerabilities
e To know the basic hacking, especially in Windows platform
e To improve Windows security with its built-in tools and its configurations

WHO SHOULD ATTEND:

e Enterprise Architect
Security Administrator
Systems Engineer
Security Architect
Security Consultant
Security Engineer
Security Manager
Systems Architect

COURSE OUTLINE:
Day 1
e Overview of Windows Server Hacking and Hardening
Using of VMware
e Hacking and Hardening Active Directory Domain Controller

e Hacking and Hardening DNS service
e Hacking and Hardening DHCP service

Hacking and Hardening IIS
Final Workshop
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e Microsoft Certified professional (MCP)
Microsoft Certified Systems Administrator (MSCA)
Microsoft Certified Systems Engineer (MSCE)
Cisco Certified Network Associate (CCNA)
Certificate of CompTIA Security+
Certified Ethical Hacker
Certified Wireless Network Administrator
Certified Wireless Security Professional
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Website: www.career4future.com
E-mail; fraining@nstda.or.th
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