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uangas Cyber Security 101: Hands-on Learning with TryHackMe I ITM183

atfuuAly Suit 17 §urnau 2568

UANNITUATUANA:

Iuﬂﬂﬁﬁﬁa‘f/’isvnnmsaummta”ﬂananmmﬂum%’wznnsz\hﬁmﬂaoaoﬁns A1s¥nsANuTuAvlaandn
nv'laituas (Cyber Security) forfludssifuiifianudrdeyatitofe AsTaudvelauasfuu Tuuinduatine
siatfiag Welusduuunislaufissuuia’aziie nstangssuuiulad asaluadayasdiuynna usanIsunsnsEane

fauwd
nangasiIavindunaywusrulifiansruanlavmndadsiuanuiuavilaaadassduing tinladssianuasis
AnNATYL nafian1siladdu uarausanaaadlfiifzeruiadizauinaasuuunaawasu TryHackMe dvaanuuu
BiBausuuuaun 1 1ade waziunIwasIuadnisvinoueu Cyber Security

Janiscava:
o Walvinavsuiinlafiusiusuanuiuaslaandelenuas uasuurdaudnuas CIA Triad

(Confidentiality, Integrity, Availability)

WialvidhlataseaseaadnisTandini'laiuas (Cyber Kill Chain / Attack Lifecycle)

o uiadausuariinldiefacfiatusiudmiumsiensianusiuasilaaaste tiu Nmap, Wireshark,
Metasploit, Burp Suite

o algBuinrrAsAativitasisritazuuimenisnauduadaatnnnisal (Incident Response)

o awmFauanunwsandmsuniseananligudngasseduge tiu Network Security, Ethical Hacking wi3a
SOC Operation

uangasimunzdusu:

yaanseu IT / Network / System mmaomﬂwummsmu Cyber Security

#in@nmn & IT, Computer Science, v¥asuiiAaltas
msumumau‘laLsuusmsﬂaonuuavaLﬂswvvmuﬂnmumo”lmma's’
mwmm‘luumﬂmussmaa\mnsmma\mLLasunnmsaumm
WisasMse3audganaa1in Cybersecurity Analyst / Penetration Tester / SOC Staff

tilannNNsaUsy:

Day 1: Introduction to Cybersecurity & Threat Landscape
ANunINawazuauuauay Cyber Security

wudfAa CIA Triad, Risk & Vulnerability

Aaanarunelaiuaslutlaqiiu (Malware, Phishing, Ransomware)
Tas9as9uadnis1aué: Cyber Kill Chain / MITRE ATT&CK Framework
Workshop: TryHackMe Room “Introduction to Cyber Security”

Day 2: Networking & Security Foundation
o fusrun1svineuuasszuuA3atina (TCP/IP, OSI Model)
e AMFIATITULARNLARGIl Wireshark
e Firewall, IDS/IPS, VPN, Proxy Concepts
e  Workshop: TryHackMe Room “Network Fundamentals” + “Wireshark 101"

Day 3: System Security & Vulnerability Management
o mMafnANullaafauavszuulfiiinng (Windows / Linux Security Basics)
e MsusnITHadni (Vulnerability Assessment)
o MaAEWAUTTUUGEIE Nmap uaznsdssiiiung
[ )

Workshop: TryHackMe Room “Linux Fundamentals” + “Vulnerability Management”
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Day 4: Web Application & Ethical Hacking Basics

uann1svinguuag Web Application

Aasiniganiiauaiy OWASP Top 10

asnasautangsyuuLiiagsiu (Ethical Hacking Introduction)
Workshop: TryHackMe Room “"OWASP Top 10" + “Burp Suite Basics”

Day 5: Security Operations & Incident Response

e MIANATULRTAAUIUDILUANTAIANUTUAYURAASH (Incident Response Process)
o msiAundngrudiivaiiiassiu (Digital Forensics Concepts)
o uWIMINIRNITUGITN Cybersecurity Awareness Tuaseing
e  Workshop: TryHackMe Room “Intro to SOC” + “Phishing Analysis”
o &5/ Q&A / MssatanguANFATILA LY
ANRYNZLHauaLSN: 16,000 1 (LisIuAERAITN)
AU Tetunisilnausu: | 5 Ju (30 71a9)
arnailnausu: 9.00 - 16.00 u.
firruan1sausu: AuaIsvUfriuausulseand
https://www.career4future.com/trainingprogram

Nans:

anastianving dadnei@nsns

o ANeNAsfuLliy danuWmiunyARIATULUYAUNAR
Microsoft® Certified Professional
Microsoft® Certified Technology Specialist
Microsoft® Certified IT Professional
Microsoft® Certified Solutions Associate
Microsoft® Certified Solutions Expert
CompTIA. Security+ certified

UG

fantfus fnsiaetauiaiadnanfianas undngasiisasldldsunsuaaufiamas) tand1sasausu
291539 waraIwIsnaeiu Lifuanavsy 3 .
ga1uausy vavausu al ganiuWaiuIyAaINTLIAUNIAR a1ANT &INY. TU 6 AUUNTLIIUN 6
UNVIWY LN Lues12inI Agetnw 10400

@WIsnIEIUNIATY Lazavdnsuassy M hilagsAauarliusromils avladunmsaniiu

AEFYA LAY .

gty uniiaeusunis lasunsanciulisdaswnans o Mae 3%
HlsmavsuIAnIBeIuIrnsEInsadindasngiiauncudAnle ausuiaunsznsinsaay
wayhidafluiuafaldunisauifanngiioduiia
aldaralunisdeuaainsidnausunivizndwaasussnuiavivviudiutiduana sunsainldasutau
i'le 200% ) . 5

fandiuv asgvrudndlunsidiounilasiiianudngas Inenns sULULATITAUTE MUANUUINTINURY
anuAilu tlalsslamigodgauageiizindunisausy .

fantfus zageudNg Lithuinan Jala wialiuvindas aranszazIAINTaUTY lasaniflududng
PusznIIngasiuganiiug uagstWailavdunsasifintayasdiuyana N W.5.0.ANATaVTaNARIU
UAAR '

fianausudasiinazaulisinii 80% uasvinAanssunaiitauasnangens J9aglasuaiingain
grifnnuianunIneamaasuasnaTuladuiiaing (fana.)
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AncadalaINsLALLAUR

aandureiuiuaainsuivaunna (Career for the Future Academy)
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Insdwii 0 2644 8150 sia 81886-7

Tnsans 0 2644 8150

E-mail: training@nstda.or.th

www.career4future.com
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