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uangas Junior Penetration Tester with TryHackMe I . ITM181

atfuuAly Suit 17 §urnau 2568

UANNITUATUANA:
ATeRauLa1zsyuy (Penetration Testing) tlunaszurunisardaylunisdseiiuanuiiuavilaandauag
FEUUATEULNA Taad1aadnIslaudannyuuad lilseauda iNanmamdastninasiduatudIniund’ly nangns 5

Jutlaanuuulvgizauseduisusu (Junior) 1A laRug e Winwadelfidnns waswuidfiavsuianq1y
vinsuaseniateisusgaulususaviiiaveiu

Janiscava:
e afunauwlAn lifecycle aav penetration test (scoping — recon — exploit — post-exploit —
reporting).

o °L'u"m%'vaoﬁaz~hﬁmu (v2iu Nmap, Nikto, Burp Suite, Metasploit, sqimap, Wireshark) Tun1sdisiauasiaus
wnuiugwldatvilaaadalugnmwuiadaunaday (lab).

e AanvvinasuAuLazIaaIauANNLRavuavdad Ui (risk rating).

o i exploit wuwdre (web/app / network) uaziznlawwimvilasiv/ualadavaia.

e Jdavinsnavrunisnagay (technical + executive summary) Nizdnulaazed nsursuinuaussuy.

udngasiluunzdusu:

L:imﬁ'lﬁ IT, t{quaszuy (sysadmin) ﬁsfaonjsrﬁﬂauuuam"iwﬁ
fisusuluane Security / SOC / Red Team Asainsrineyl fia
ﬁnﬁmun"m/uaﬂﬁﬁaomsiﬁaoiwjﬁwuﬁaﬂuas"‘s‘ﬁ‘ﬂaoﬁu
Wnsavnsedaneilu Jr. Penetration Tester

danrvuanautinisuau (Prerequisites)

o va

o Wuguszuulfiicinns (Windows/Linux) wasuais

o anuinlaWugiuasazig (IP, TCP/UDP, DNS)

e Teiinviausasu VM (wialvitfdawaaean lab VMs / cloud lab)
&
1iaKINNSaUSH:

un 1 — ﬁug'\uuazmsm%‘uuﬁ'x (Introduction & Lab Setup)

awsudssianzasnisnaday (Blackbox / Graybox / Whitebox) uazaanguung / a5asssu
Pentest methodology & phases (OSSTMM/PTES/OWASP ASVS Wugiu)

m;m‘%‘un lab: Kali Linux / VM / VPNV/ isolated network / Burp CA cert
travilaciiageuuuzin & asladvunugiu: terminal, ssh, netcat

Workshop: #lu@n lab, &519 snapshot wasidiausiady target VM

3

o

4uil 2 — Reconnaissance & Scanning (Passive + Active Recon)

Passive recon: WHOIS, DNS lookup, subdomain enumeration (dig, amass reconnaissance concept)
Active recon: Nmap (service/version detection), enum4linux, smbclient, SNMP basics

Web discovery: dirb/gobuster, curl, WAF detection

Workshop: i1 reconnaissance fiu target web + network VM (s3unstainsiv/ensoasdua)

Lab exercise: &1 inventory aavg asset way mapping service — davlninminasiagay

o

u#i 3 — Vulnerability Assessment & Exploitation Basics

ANULANGY: vulnerability scan vs penetration test

ladimsavaunu: OpenVAS/nessus (concept), nmap scripts (NSE)

MILATILYNA: false positive/negative, CVSS iiaveiu, prioritization

Exploitation basics: Metasploit framework (121u lab), buffer overflow concept (d1e ), smb/ftp
common exploits ,
Workshop: %1 vulnerability annnasuwnu waglyd Metasploit / manual exploit uu lab VM AdAa'ly
e Lab challenge: compromise a low-privilege shell uaziiunangiu (logs) atinvilaaasia
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o o

juil 4 — Web Application Penetration Testing (OWASP Top 10 Focus)

nunIu OWASP Top 10 (Injection, Broken Auth, XSS, CSRF, etc.) — dhatduasHanssnu

Proxy workflow: Burp Suite (intercept, repeater, intruder, scanner overview)

SQL Injection: payloads, sqlmap demo, mitigation concepts (prepared statements)

Cross-Site Scripting (XSS): stored/reflected/DOM, payload crafting, DOM analysis

Session management & auth testing: cookie flags, session fixation, brute force/credential stuffing

concepts

e Workshop: 1o Burp + manual techniques uu intentionally vulnerable web app (e.g., DVWA / BWAPP
/ custom lab)

e Lab challenge: exploit 2 UszianatasTuilutiuuaziadan proof-of-concept

fuii 5 — Post-exploitation, Reporting & Remediation

e Post-exploitation: persistence, credential harvesting basics, lateral movement concept (usd1daTu
lab)

e  Privilege escalation (Linux/Windows) — wui@anisAunn SUID, misconfig, unquoted service paths,
weak service configs .

e Forensics-aware testing: Snwuangy, vinanuazata (ethical) way logging Mimsiiuvin

e M3ARViITIEIU: TAsIRTI95189U (Executive summary, Technical findings, Risk rating, Repro steps,
Remediation recommendations) + éhatnainiwanau

e Presentation skills: 38&a&13ffu non-technical stakeholders uazn1si&ua remediation roadmap

e Final lab: Full mini-engagement — reconnaissance — exploit — post-exploit (31in) — &Unaiiu
a9 udu (tech + executive) uaziniaua

ARYNzLHguaUSN: 16,000 1 (‘LisIuAENaAITN)

AU Tetunisilnausu: | 5 Ju (30 71a9)

anatilnausu: 9.00 - 16.00 u.

firruan1sausu: AuaIsvUfriuausulseand
https://www.career4future.com/trainingprogram

Nans:

anastaiied dadat@nsns

& o ANeNAsfuLliay danfuWmunyARIATULUYAUNAR
iI=8 Microsoft® Certified Professional
Microsoft® Certified Technology Specialist
Microsoft® Certified IT Professional
Microsoft® Certified Solutions Associate
Microsoft® Certified Solutions Expert
CompTIA. Security+ certified

s
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UUEILUG

o &0niiuv dnsdaweiauiaiasraniinas (lundngasisasldldsunsuraniiinas) anansnisausy
27115779 UaraIIsnaw iU Tiduianausy . .

e &ONUMAUIN Yiavausu Al FANTUWMUIUARIATULUIAUIAG B1ATT §INAU. TU 6 AUUNTLIUN 6
UWVRIWAN TN LUasIwNT Ngatnwe 10400

o aWIMhEYIUNIATE uaravAnsuavdy MhildgsAauasbivaroniatls aslafumsaniiu
AEFYAILAY .

e &antiud flunihavusunis lasumsaniiulidasinas a e 3%

o cjmﬁs‘ma‘usu'»nnmhmmsmmsmmmLﬁnmaammﬁﬂumnsfuzfﬁﬁmvl,@fmmxtﬁﬂnnsxmwmsﬂa”o
waylifadduiuadia'ladfunisauifanniieduiieyn

o anladdralunisdvymaainsiznausunivizndwaasuisnuiaviviudiuiidyuaaa sunsainllasudau
aiE'le 200% ) . )

o &aiuv agnudNslunsildsundasiiianinangns Inenns JUUULATITAUTN MIUANURNIZRULRY
anuAnilu vialsslamigedauadeianiunsausy ‘ .

o &aniiuv zadvudng Lituvinaw 361a wialtuviniiae aaaaszaziaInsausu Wasnniiududng
FusznIInennsduganiiuy uastiailasfunisazifiatdayagivuyana AN W.5.U.ANATaITANARIU
UAAR .

e funausudaviinazauliisnnii 80% uazvinAanssunaiitauasnanges J9aglasuaiingain
grlnoumiuInendAgaseasnatuladuenié (finy.)

AnmadaLaINsILaLLAUR

aandureiuiuaainsuivaunna (Career for the Future Academy)
73/1 anasdinuwaininenddasuazinaTuladuvionnd (fava.) 4u 6
AUUNTLINN 6 waviawa'n Luasund agatnwg 10400

Insdwii 0 2644 8150 sia 81886-7

Tnsans 0 2644 8150

E-mail: training@nstda.or.th

www.career4future.com
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