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Google GCP Cloud Security Engineer I . m
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susaitlauagldiadasiialunisinranuilaansdunas Google Cloud Taauiunnsianisaisidngs asilasdu
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Taquscava:
ﬂasaummaﬂsvmmwa’mmsuuummLﬁmmmlumsammsmmﬂaamwaa Google Cloud Taeiunsaiuqu
ANsLindenswennseinu Cloud Identity uaziieutiusnns (Service Accounts)

m‘fnagyvsﬁmuwa‘hu%’u: .
aasafiwungdndugnvinonulueu Cloud Security Engineer, IT Security Professionals, 3af{#isiasn1siaauy
JEnmsshanulaandauasndwennsuu Google Cloud Platform (GCP)
ANusARuFIu: . ) o
- mslaou Google Cloud wsa szuuaaeall saufsusnisiugiuniifeay
- e lalAeAu Identity and Access Management (IAM) uagn1sannis&nanisiande
- AanusRus uLAmAY AMsIRRTaYR way Asfaraulaaads Taaanislugnmnwiasanaae
- anuntatunisvineudy w3aing way ansuantaiaing (Network Segmentation)

wiavinudngas:
1. Configuring access within a Cloud solution environment:
- mM33ans Cloud Identity uagieydisile
- AsAenstieyduinns (Service Accounts) uaznisdnilastaya
- msdedulaunansiiududiau (Authentication) waiu n1slad SAML, OAuth uaznsiiufudinusasdunau
- msiansnisaugne (Authorization) se IAM wagasAIuAuANE
- MR TATIRINSNeNns (Resource Hierarchy)
2. Configuring perimeter and boundary security:
- msdeArmulaandanasia3ang (Firewall rules, Identity-Aware Proxy, uaz Web Application
Firewall)
- asuania3azng (Network Segmentation) wagnnsévan VPC
- asdandawuusiug (Private Connectivity)
3. Ensuring data protection:
- nsUnilavdiayaiiazidanaau (Sensitive Data) waznsilasAunisgeynnauastiaya
- msiansnsisdaieluaaifudiaya (At rest), asugdoziaya (In transit), uavaagldonu (In use)
- msldie3aciiaidy Secret Manager uaynsinnisétnisiainsa (CMEK, CSEK, EKM)
4. Managing operations within a cloud solution environment:
- asasuanlfuldlaseaetiusiunazualwinduiilaansis
- msaalulifnsaunuamnuilaasdauaznisinnisaaw (VM Images, Containers)
- sdeAn Logging, Monitoring, uaznsasiaiutnanisaimnulaands
- 514 Google Cloud audit logs, Security Command Center, uaznisaauduadsatinnisaiaudaansdia
5. Supporting compliance requirements:
- msdnuadadiinuasunsdfiidauaiivdu (Compliance)
- psdeAanudaaadadinduwdalviiiuldaudadivuasiunguanauassadausne
- s lRTueamududauausinluaaiie (Shared Responsibility Model)
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ARV IVALSU: 33,000 111 (hisauaFyanLam)

Auu slunisilnausu: | 4 Ju (24 1)

ahnatdnausu: 9.00 - 16.00 u.

finruan1sausu: AuaIsvUfriuausulseand
https://www.career4future.com/trainingprogram

nanns:

a1xstiangnd sssuddia
e nmnsdurliay szAnaanfuWmiunyaaInsuidaunme
L & e Master of Business Administration (Executive) Degree, Sasin Graduate
‘ Institute of Business Administration of Chulalongkorn University
e Master of Science, Major in Information, Technology Faculty of
Information Technology, King’s Mongkut Institute of Technology
Ladkrabang
e Bachelor of Science, King’s Mongkut Institute of Technology North
Bangkok
S — e Diploma Program for Management, Kellogg — Northwestern University,
United State of America

Certificate

Microsoft Certified professional (MCP)

Microsoft Certified Systems Administrator (MSCA)
Microsoft Certified Systems Engineer (MSCE)
Cisco Certified Network Associate (CCNA)
Certificate of CompTIA Security+

Certified Technical training CTT+
Certified Ethical Hacker

Certified Hacking Forensic Investigator
Certified Wireless Network Administrator
Certified Wireless Security Professional
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A ldAnalunisdiyaannsinausunivizdndwaasud¥nniaisiusiuiiduaaa snisatinlilasutau
a6 200% ) . )

fanduv asvrudndlunsidisunilasiiianudnges Inenns sULULAITAUTE MNANMUUINTINURL
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Wianausuadaviivialzaulisnnii 80% wazvinAanssunaiidauasnangns Iuazlasuidiinsann
gdnoumiuInendgasiastnatuladuanié (fina.)
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E-mail: training@nstda.or.th
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